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1
SYSTEMS AND METHODS OF DETECTING
AND ASSIGNING IP ADDRESSES TO
DEVICES WITH ARP REQUESTS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 14/453,808, filed Aug. 7, 2014, now allowed,
which is a continuation of U.S. patent application Ser. No.
13/551,998, filed Jul. 18,2012, now U.S. Pat. No. 8,830,869,
each of which is hereby incorporated by reference hereinin its
entirety. This application claims priority to U.S. patent appli-
cation Ser. Nos. 14/453,808 and 13/551,998.

This application incorporates by reference in their entire-
ties the following applications: U.S. application Ser. No.
13/551,804, “Programmable Small Form-Factor Pluggable
Module,” by Robitaille and Ostiguy; U.S. application Ser. No.
13/552,022, “Systems and Methods of Using Beacon Mes-
sages to Discover Devices Across Subnets,” by Robitaille and
Bouffard; U.S. application Ser. No. 13/552,063, “Systems
and Methods of Discovering and Controlling devices without
Explicit Addressing,” by Robitaille and Bouffard; U.S. appli-
cation Ser. No. 13/551,984, “Systems and Methods of Install-
ing and Operating Devices without Explicit Network
Addresses,” by Robitaille and Lemieux.

TECHNICAL FIELD

This invention is directed towards addressing the need for
discovering when a device has been connected on a network.
This discovery process can be carried out by a discoverer/
tester that is located in the network. The discoverer could
either be implemented in a centralized manner or distributed
manner.

BACKGROUND

There is a need to be able to discover any number of devices
in any directly or indirectly reachable networks when such
devices do not have any layer-2 and/or layer-3 addressing
information since they not actively participate in any of the
normal network protocols in use.

Often the IDs or labels used by the protocols are not the
same in both directions. Ifthe device is not participating in the
underlying protocols (e.g., MPLS, L2TPv3, GTP-U, etc.), the
device, such as a Small Form-Factor Pluggable (SFP) with a
Field Programmable Gate Array (FPGA), Network Interface
Device (NID), module or other platform does not know what
1D or label to use to communicate.

The device must also be able to be discovered without (but
not excluding) being pre-programmed with information spe-
cific to the network or the control infrastructure.

BRIEF SUMMARY

According to one aspect of the present invention, a method
of discovering and assigning an IP address to a device to be
discovered in a communication network having multiple
interconnected nodes includes continuously monitoring, by
the device to be discovered, the network for address resolu-
tion protocol (ARP) requests. THe discoverer node transmits
a number of ARP request to the network. The device to be
discovered receives the number of ARP requests. The device
to be discovered determines whether the number of ARP
requests are unanswered by other devices in the network. The
device to be discovered answers to the number of ARP
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requests with an ARP reply to claim an IP address associated
with the number of ARP requests. The discoverer node and
the device to be discovered exchange a pair of User Datagram
Protocol (UDP) packets to complete the detection process.

According to a further aspect of the present invention, a
system for discovering and assigning an IP address to a device
to be discovered in a communication network having multiple
interconnected nodes, includes a discoverer node coupled to
afirst processor. The discoverer node is configured to transmit
a number of Address Resolution Protocol (ARP) requests to
the network. The system also includes the device to be dis-
covered coupled to a second processor. The device to be
discovered is configured to continuously monitor the network
for ARP requests, to receive the number of ARP requests from
the discoverer node and to determine whether the number of
ARP requests are unanswered by other devices in the net-
work. The device to be discovered is further configured to
answer to the number of ARP requests with an ARP reply to
claim an IP address associated with the number of ARP
requests. The discoverer node and the device to be discovered
are configured to exchange a pair of User Datagram Protocol
(UDP) packets to complete the detection process.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other advantages of the present disclo-
sure will become apparent upon reading the following
detailed description and upon reference to the drawings.

FIG. 1 illustrates the format of Address Resolution Proto-
col (ARP) frames.

FIG. 2 is a message flow diagram showing the exchange of
messages between a discoverer and a device to be discovered.
FIG. 3 is a flowchart of an embodiment of a discoverer.

FIG. 4 is a flowchart of an embodiment of a device to be
discovered.

While the invention is susceptible to various modifications
and alternative forms, specific embodiments have been
shown by way of example in the drawings and will be
described in detail herein. It should be understood, however,
that the invention is not intended to be limited to the particular
forms disclosed. Rather, the invention is to cover all modifi-
cations, equivalents, and alternatives falling within the spirit
and scope of the invention as defined by the appended claims.

DETAILED DESCRIPTION

Different types of devices can be discovered in the network
using one of the techniques described in the present invention.
The term discoverer is used to describe a system (e.g., testing
unit, router, remote node, etc.) that is local to the subnet where
the device to be discovered is located. The concept is to make
sure the device to be discovered is programmed to watch for
responses of a device located upstream of it.

According to one embodiment of the present invention, a
discoverer transmits ARP requests. The device to discover
monitors ARP requests, and after determining that one of the
ARP requests might be for the device, the device sends back
an ARP reply to the discoverer. At this point, the detected or
discovered device can be reached using its IP address.

As described in FIG. 1, all ARP messages share the same
format:

Hardware Type is set to 6 to indicate 802.3 Ethernet;

Protocol Type indicates the protocol type, for instance

0x0800 is used for IPv4;

Hardware Address Length: this is set to 6 to indicate an

Ethernet MAC Address;
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Protocol Address Length: this is set to 4 for an IPv4

address;

Opcode: 1 indicates an ARP Request and 2 indicates an

ARP Reply;
Sender Hardware Address: for instance, this is the Ethernet
MAC address of the sender;

Sender Protocol Address: this is the IP address of the

sender device;

Target Hardware Address: this is the Ethernet MAC

Address of the remote (target) device.

In RFC 3927 protocol, a process for detecting IPv4 address
conflicts is described. The conflict detection relies on a node
sending ARP_PROBE messages (encoded as ARP Request
messages) with the sender hardware address set to the Ether-
net MAC address of the sender and the sender IP address set
to 0. The target hardware address is set to 0 and the target [P
address is set to the IP address for which the sender wants to
determine if there is a conflict (i.e. if the IP address is already
in use by another node). A node will determine the requested
IP address is free of any conflict if 3 consecutive
ARP_PROBE messages can be sent without triggering an
ARP Reply from the owner of the IP address and without
seeing (receiving) an ARP Request for the same IP address.

The present invention leverages the basis of the process
covered in RFC 3927 for a different purpose. The sender in
this case is called a discoverer. The discoverer node attempts
to deliver an unsolicited IP address for the purpose of detect-
ing devices with specific capabilities. For example, a man-
agement platform may want to discover all devices with spe-
cific capabilities on a given IP subnet. The device to be
detected or discovered passively listens for potentially suit-
able ARP Request messages and, if no other device replies to
the ARP Request, the device to be discovered will assume it
can claim ownership of the IP address and therefore become
reachable by a management (or other type of) node and have
its activation or configuration process completed. In order to
confirm it was OK to claim the IP address, the device will wait
for a UDP message with a well known port (such as using a
UDP port type assigned by the IANA) to confirm the ARP
Request indeed originated from a trusted discoverer. If there
is no suitable UDP message detected within a pre-determined
timeout period, the device shall relinquish the ownership of
the IP address and resume its wait for a suitable ARP Request.
The ability to assign an IP address for the purpose of detecting
specific node may also serve other purposes as will be under-
stood by those familiar with the art. Other purposes may
include, but are not limited to, configuration, control, man-
agement, etc.

Once a device is discovered and its IP address becomes
known, a management node may interact with the discovered
device over IP. This can be achieved in a number of ways:
Secure Socket Layer/Hypertext Transfer Protocol Secure
(SSL/HTTPS) based WEB interface or Command Line Inter-
face (CLI), Uniform Data Packet (UDP) packet exchange,
Transmission Control Protocol (TCP) session and other
means known in the art.

An embodiment of this invention is exemplified in FIG. 2.
The discoverer 207 transmits as a broadcast frame an ARP
Request a pre-determined number of times (e.g., ARP
Requests 201, 202 and 203). RFC 3927 recommends a value
of PROBE_NUM (setto 3 in RFC 3927), but other values can
be used with the same result. Upon receiving the last ARP
Request 203 from the same source (discoverer 207) and
within a pre-determined timeout period, the device to dis-
cover 205 will assume the ARP Request exchange (201, 202
and 203) is from a trusted node and is meant to provide it with
an IP address to initialize the device 205 into a configurable or
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ready state. The device to discover 205 will then reply with an
ARP Reply (211) confirming that the device now claims
ownership of the IP address. The device to discover 205 will
then wait for the discover 207 to confirm it is indeed a trusted
sender. The discoverer 207 receives the ARP reply 211. The
trusted sender (discoverer 207) will reply to the ARP Reply
211 with a UDP packet 221 that contains a pre-agreed UDP
Port number assigned by the IANA that indicates the overall
exchange is from a trusted sender. Upon receiving the UDP
packet 221, the device to discover 205 is now formally dis-
covered and can be further managed, configured or controlled
using the allocated IP address. If the device to discover 205
does not receive a valid UDP packet during a defined timeout
period, it reverts back into the mode of monitoring the ARP
requests. The valid UDP packet 221 may contain additional
information destined to be used by the device to discover 205
as part of its operation. The device to discover 205 completes
the discovery process by replying with a UDP packet 222 to
the discoverer 207 to confirm that the device to discover 205
is indeed the right type of device. The reply may include
information specific to the device to discover 205 that will
help with its management, control or configuration.

Once the device to discover 205 is formally discovered and
ready to be managed, configured or controlled, the discovered
or any other trusted node can be used for this phase. The
allocated IP address may be used through various well-known
techniques for the stated purpose, for instance SSL/HTTPS
for WEB or CLI, UDP, TCP or other methods can be used.

FIG. 3 illustrates a flowchart of an embodiment of the
discoverer. The discoverer selects the next available IP
address it can offer to a detected device in step 302. The next
step is to initialize an ARP_COUNT counter to keep track of
the number of ARP Requests that have been generated to date
for this IP address in step 304. As disclosed previously, this
embodiment relies on 3 ARP Requests to determine if a
device has claimed this IP address. After sending an ARP
Request in step 306, the discoverer waits in step 310 for either
a timeout or the reception of an ARP message (Request or
Reply) with the same IP address in step 312. The timeout
period may be any predetermined period and may be indi-
vidually configured. Ifno ARP message is received during the
timeout period, the ARP_COUNT is incremented in step 314.
Thus, if the ARP count was 0 before, it is incremented to 1; if
it was 1 before, it is incremented to 2, if it was 2 before, it is
incremented to 3. If the ARP_COUNT is still less than 3, a
new ARP Request can be sent. If the ARP_COUNT reaches
the maximum of 3, there are no devices to detect at this time.
According to other aspects of the present invention, the
ARP_COUNT may be lower or higher than 3.

The discoverer should reset the ARP_COUNT to 0 and
begin the detection sequence again, ideally after a random
pause or period of time to avoid loading the network with
continuous ARP traffic. Otherwise, if an ARP message is
received, it is verified to determine whether another ARP
Request was received for the same IP address. If an ARP
Request has been previously received for the same IP address,
another device is looking for or trying to use the same IP
address and the discoverer shall select another IP address and
restart the detection process after a random pause. Otherwise
if an ARP Request has been received and no other ARP
request had been previously received for the same address,
the ARP message is an ARP Reply. The discoverer then
confirms that the detected device is the right type of device. In
order for the discoverer to confirm that the detected device is
the right type of device, it generates and sends in step 316 a
trusted UDP packet for the detected device (destination MAC
address and IP address set to the information in the ARP
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Reply), where the trusted UDP packet uses a uniquely
assigned UDP port number and a payload that may be
encrypted or not encrypted and that may include information
and settings to be used by the detected device as part of its
operation. The discoverer then waits in step 318 for a trusted
UDP reply in step 322 from the detected device during a
timeout period 320. If a valid trusted UDP reply is received,
the MAC and IP address of the detected device along with any
other information that may be included in the payload of the
trusted reply are saved in step 324 for future use in the control,
operation and configuration of the detected or discovered
device. Otherwise, if no trusted UDP reply is received within
a timeout period, the detected device is not of the right type.
The discoverer shall then restart the detection process after a
random pause or a predetermined time period.

FIG. 4 illustrates a flowchart of an embodiment of a device
to discover. The ARP_COUNT is used to count the number of
ARP Requests and is initialized to 0 in step 402. Upon detect-
ing a first ARP Request message in step 404, the ARP count is
incremented in step 410. The device to discover then deter-
mines in step 412 whether 3 ARP requests have been sent yet
by the discoverer. The device to discover needs to wait during
a predetermined timeout period in step 406 until a 3’7 (as
defined by PROBE_NUM) ARP Request is transmitted
before attempting to claim the IP address advertised in the
ARP Request messages. According to another aspect of the
present invention, the device to discover needs to wait for a
suitable number of ARP requests before attempting to claim
the IP address advertised in the ARP request messages. If the
next ARP Request is not detected within a timeout value, the
ARP_COUNT is reset to zero and the wait for the next ARP
Request sequence begins again. Otherwise, after the 3"/ ARP
Request, the device to discover processes the ARP request
and claims the IP address in step 416. The device to discover
will generate and send in step 418 an ARP Reply based on the
assumption that the advertised IP address in the ARP Request
is advertised by a discoverer and is therefore available to be
used. After sending the ARP Reply, the device to discover will
wait for a trusted or valid UDP packet in step 420 from the
discoverer during a timeout period before it can safely con-
clude that the IP address was indeed offered by a discoverer.
Ifthe device to discover determines in step 422 that no trusted
UDP packet is received within a timeout period, the IP
address was not really available to be claimed and the device
to detect shall no longer use that IP address and shall restart
the wait to be detected. If a trusted UDP packet is received, the
1P address can now safely be used. Any control, management
or configuration information included in the payload of the
trusted UDP packet should be saved by the detected device.
The detected device then sends a trusted UDP reply (using the
uniquely assigned UDP port) and the payload of the trusted
UDRP reply in step 424 may include information about the
detected device to assist in its control, operation and configu-
ration. Optionally, the payload of the trusted UDP reply may
be encrypted.

The device to discover and the discoverer node are each
coupled to a processor. The present invention includes sys-
tems having processors to provide various functionality to
process information, and to determine results based on inputs.
Generally, the processing may be achieved with a combina-
tion of hardware and software elements. The hardware
aspects may include combinations of operatively coupled
hardware components including microprocessors, logical cir-
cuitry, communication/networking ports, digital filters,
memory, or logical circuitry. The processors may be adapted
to perform operations specified by a computer-executable
code, which may be stored on a computer readable medium.
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The steps ofthe methods described herein may be achieved
via an appropriate programmable processing device, such as
an external conventional computer or an on-board field pro-
grammable gate array (FPGA) or digital signal processor
(DSP), that executes software, or stored instructions. In gen-
eral, physical processors and/or machines employed by
embodiments of the present invention for any processing or
evaluation may include one or more networked or non-net-
worked general purpose computer systems, microprocessors,
field programmable gate arrays (FPGA’s), digital signal pro-
cessors (DSP’s), micro-controllers, and the like, programmed
according to the teachings of the exemplary embodiments of
the present invention, as is appreciated by those skilled in the
computer and software arts. Appropriate software can be
readily prepared by programmers of ordinary skill based on
the teachings of the exemplary embodiments, as is appreci-
ated by those skilled in the software arts. In addition, the
devices and subsystems of the exemplary embodiments can
be implemented by the preparation of application-specific
integrated circuits or by interconnecting an appropriate net-
work of conventional component circuits, as is appreciated by
those skilled in the electrical arts. Thus, the exemplary
embodiments are not limited to any specific combination of
hardware circuitry and/or software.

Stored on any one or on a combination of computer read-
able media, the exemplary embodiments of the present inven-
tion may include software for controlling the devices and
subsystems of the exemplary embodiments, for driving the
devices and subsystems of the exemplary embodiments, for
processing data and signals, for enabling the devices and
subsystems of the exemplary embodiments to interact with a
human user, and the like. Such software can include, but is not
limited to, device drivers, firmware, operating systems, devel-
opment tools, applications software, and the like. Such com-
puter readable media further can include the computer pro-
gram product of an embodiment of the present invention for
performing all or a portion (if processing is distributed) of the
processing performed in implementations. Computer code
devices of the exemplary embodiments of the present inven-
tion can include any suitable interpretable or executable code
mechanism, including but not limited to scripts, interpretable
programs, dynamic link libraries (DLLs), Java classes and
applets, complete executable programs, and the like. More-
over, parts of the processing of the exemplary embodiments
of the present invention can be distributed for better perfor-
mance, reliability, cost, and the like.

Common forms of computer-readable media may include,
for example, a floppy disk, a flexible disk, hard disk, magnetic
tape, any other suitable magnetic medium, a CD-ROM,
CDRW, DVD, any other suitable optical medium, punch
cards, paper tape, optical mark sheets, any other suitable
physical medium with patterns of holes or other optically
recognizable indicia, a RAM, a PROM, an EPROM, a
FLASH-EPROM, any other suitable memory chip or car-
tridge, a carrier wave or any other suitable medium from
which a computer can read.

While particular implementations and applications of the
present disclosure have been illustrated and described, it is to
be understood that the present disclosure is not limited to the
precise construction and compositions disclosed herein and
that various modifications, changes, and variations can be
apparent from the foregoing descriptions without departing
from the spirit and scope of the invention as defined in the
appended claims.
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What is claimed is:

1. A method of discovering and assigning an IP address to
adevice to be discovered in a communication network having
multiple interconnected nodes, the method comprising:

continuously monitoring, by the device to be discovered,

the network for address resolution protocol (ARP)
requests;

transmitting, by a discoverer node to the network, a plural-

ity of ARP requests associated with a selected first IP
address;

receiving, by the device to be discovered, the plurality of

ARP requests;

counting, by the device to be discovered, a number of

received ARP requests;

determining, by the device to be discovered, whether the

plurality of ARP requests are unanswered by other
devices in the network;
answering, by the device to be discovered, the plurality of
ARP Requests with an ARP reply to claim the selected
first IP address associated with the plurality of ARP
Requests; and

exchanging a pair of User Datagram Protocol (UDP) pack-
ets between the discoverer node and the device to be
discovered.
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2. A system for discovering and assigning an IP address to
adevice to be discovered in a communication network having
multiple interconnected nodes, the system comprising:

a discoverer node coupled to a first processor to

transmit a plurality of Address Resolution Protocol
(ARP) requests associated with a selected IP address
to the network; and

the device to be discovered coupled to a second processor,
wherein the device to be discovered continuously moni-
tors the network for ARP requests, receives the plurality
of ARP requests from the discoverer node, counts a
number of received ARP requests and determines
whether the plurality of ARP requests are unanswered
by other devices in the network;

wherein the device to be discovered answers the plurality
of ARP requests with an ARP reply to claim the selected
IP address associated with the number of ARP requests
and wherein the discoverer node and the device to be
discovered exchange a pair of User Datagram Protocol
(UDP) packets.



